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The EXAS8

The EXAS8 is a compact multi-application device which can be used for
aggregation, filtering, and capturing of network traffic in real-time.

* Captures 100% of all data for real-time analysis
as well as historical playback - excellent for
troubleshooting

« Captures to USB or SSD

« Capable of performing several other advanced
applications like a Sessionmaster

« Able to run 3rd party applications

* Rolling Capture “look back in time capture”
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EXAS8 - “the multi-in-one tool”

4 link copper TAP
* 4link aggregator

e Multi-gbit capture tool with 1TB SSD

* Rolling capture with index
« Web GUI protocol analyzer similar to Wireshark

* Netflow support controller & analyzer
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Enterprise Application

L N
<K Typical connection in any Enterprise Applications.
w. w
& T @z / The EXA8 can be installed inline up to 4 links, the integrated
L'/_ . Q . bypass protects the live links.

e Rolling traffic capture to find security breaches.
e NTOPNG for live analytics of the traffic including DPI
e VoIP Analyzer

e DPI filter to block unwanted applications

§

s=1 usy
° —

e Regex Filter for detection security breaches

Internet
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Intuitive Web GUI

Device Information Device Image
Device Model EXA8
. CONSOLE
Image Version 1.1.2-20 ¥y cusrRo RUN e =5 PWR
Serialnumber 124A-18C0007 UsBe
Custom Device Label N/A e 1 o
X1 @
REaET USD X @
SS<- MGMT oy
Device Configuration System Information

v/ Save C' Restore X Reset CPU - 12% - Temperature 46°C

configuration configuration configuration

Disk free 776.45 GiB - used 303.93 MiB - total 818.33 GiB

Memory free 11.43 GiB - used 2.38 GiB - total 15.89 GiB
|
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The EXAS8

CONSOLE
¥y CUBRO

RESET USD g
© —

SS<-

2 x 1/10 Gbit 4 x 1 Gbit links with
optical/electrical ports internal TAP (bypass)
usable as
input and output
(depending on the SFP ‘» CUBRO
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Aggregation

Up to 4 links/8 ports can be aggregated to one
output. This output could be 1/10 Gbit optical or electrical.

CONSOLE

¥ CUBROD 2

usSB

RESET USD E
O [—

S84+

The output traffic can be VLAN tagged
per input to separate the traffic in the
monitoring tool. u

4dreeuasnunnsnn:

LU i
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Aggregation GUI

+Ports v Y Aggregation [JTapping & Capture > el etting % CUBRO

Set Tag Aggregation Tag
Interface Tag @ Interface Tag @
G1 10 X1 10203040
G2 20 X2
G3 30 Xv 60 80
G4 40
s 50 Output Interfaces:
G6 60
X1 and X2 = optical outputs
G7 70 .
Xv = capture interface
G8 80

Input Interfaces:
PushTag G1 _ GZ
Disabled G3 ) G4
G5-G6
G7- G8
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Aggregation & Capture to SSD

¥y CUBRO
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Tapping Session GUI

Tapping Configuration

Source Interfaces Configuration

+ Apply

Active Tapping session

© Clear
© Clear
© Clear
© Clear
© Clear
© Clear
© Clear

© Clear

Tapping Session

Tapping Session 1

Tapping Session 2

Tapping Session 3

Tapping Session 4

Tapping Session 5

Tapping Session 6

Tapping Session 7

Tapping Session 8

Session

Source Interface(s)

G1

G2

G3

G4

G5

G6

G7

G8

Destination Interface Configuration

Destination Interface

G2

G1

G4

G3

G6

G5

G8

G7
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Capture GUI

& Capture

signout| % CUBRO

Capture
PCAP Name Custom Filter

2019-06-06_15-43-50.pcap

P Start Capture

PCAPs

Filename &

n ﬂ VLAN_test.pcap

ﬂ VLAN_test (1).pcap

ﬂ test.pcap

n ﬂ nij-subprocess.pcap

n ﬂ logs.pcap

B ﬂ 2019-04-25_16-39-26.pcap
ﬂ 2019-04-29_14-02-43.pcap

delete capture file
download capture file
start webshark (analyze capture file)

/ custom tcp dump compatible filter string

Last Edited &

2019-06-06 03:11:03.244967

2019-06-06 03:11:03.244967

2019-06-06 03:11:03.240967

2019-06-06 03:11:03.240967

2019-06-06 03:11:03.240967

2019-06-06 03:11:03.124967

2019-06-06 03:11:03.124967

Filesize &

39.24 KiB

39.24 KiB

7.69 KiB

24B

5.22 MiB

1.45KiB

3.45KiB
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Custom Filter examples

Capture
PCAP Name Custom Filter
Http_flag_capture.pcap ‘tepl((tep[12:1] & 0xf0) >> 2):4] = 0x47455420°

C Capture running B Stop Capture

Capture
PCAP Name Custom Filter
2019-05-14_06-40-24.pcap tcp port 443 or 80

C Capture running M Stop Capture

Capture
PCAP Name Custom Filter
2019-05-14_06-41-25.pcap src 192.168.5.88 and dst port 3389

( Capture running B Stop Capture

N
These filters reduce the captured traffic to save disk space. Ry CUBRO
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Webshark GUI

13 /logs.peap (5986 frames, 56.240845 seconds, 5477696 bytes) 400K
|Apply a display filter 2808
o
Endpoints  Response Time ~ Statistics Export Objects  Misc 3 ] o 15 20 25 3% % 4 45 0 6
Displaying all 5986 frames - Frames Advanced Graph

Source Destination
192.168.4.12 .242.190.180

Protocol Length Info

Standard query 8x627b A in.archive.ubuntu.com

192.168.4.12 17.10.43
.17.10.43 .168.4.12
.168.4.12 172.17.10.43

37196 » 21 [ACK] Seq=1 Ack=1 Win=5888 Len=0 TSval=783709 TSecr=326678137
88 Response: 220 (VsFTPd 2.2.2)
68 37196 » 21 [ACK] Seq=1 Ack=21 Win=5888 Len=8 TSval=783718 TSecr=326078146

.168.4.12 121.242.190.180 83 Standard query @x627b A in.archive.ubuntu.com

.168.4.12 172.17.10.43 84 Request: USER anonymous

.17.10.43 192.168.4.12 68 21 » 37196 [ACK] Seq=21 Ack=17 Win=5632 Len=@ TSval=326079199 TSecr=784762
.17.10.43 192.168.4.12 102 Response: 331 Please specify the password.

.168.4.12 172.17.10.43 68 37196 » 21 [ACK] Seq=17 Ack=55 Win=5888 Len=e TSval=784771 TSecr=326079193
.168.4.12 172.17.10.43 78 Request: PASS sdf

.17.10.43 .168.4. 91 Response: 230 Login successful.

.168.4.12 .17.10.43
.168.4.12 172.17.10.43
.17.10.43 .168.4.

68 37196 - 21 [ACK] Seq=27 Ack=78 Win=5888 Len=@ TSval=784957 TSecr=326079385
74 Request: SYST

Response: 215 UNIX Type: L8

18 .843785 .168.4.12 .242.190.180
10.955822 .168.4.12 172.17.10.43

19
@ Q Apply a field filter

¥ Frame 17: 68 bytes on wire (544 bits), 68 bytes captured (544 bits)
¥ Linux cooked capture
Packet type: Sent by us (4)
Link-layer address type: 512
Link-layer address length: @
Unused: 0066000000000000
Protocol: IPv4 (@x0800)
¥ Internet Protocol Version 4, Src: 192.168.4.12, Dst: 172.17.10.43
¥ Transmission Control Protocol, Src Port: 37196, Dst Port: 21, Seq: 33, Ack: 97, Len: @

83 Standard query @x6029 A in.archive.ubuntu.com
74 Request: PASV b

Bits

000 ©0 04 02 00 60 00 00

00 20 00 00 00 00 60 88 00
010 45 10 00 34 6b 63 48 00
15
ee

40 06 54 60 O a8 84 Oc
7b 5f 9e 2a 85 33 3e 83 ...+.L..{_.*.3>.
01 01 08 @2 @0 @b fa 52 ..............

020 ac 11 @a 2b 91 4c €8
86 16 60 17 eb al @@
040 13 6f 93 a4

A AAAAAA A
3
S
8

It is possible to open the captured pcap file directly on EXA8 by pressing the green button on the Web GUI
without downloading the file. This gives the option of remote troubleshooting using only the EXAS8.

VLAN_test.pcap 2019-06-06 03:11:03.244967 39.24 KiB

The Webshark provides similar feature set as the well known Wireshark. ‘> CUBRO
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Remote Capture

iridium

Wifi / 4G Modem / Iridium Modem

With the optional built-in - Wifi /
2G/3G/4G modem or Iridium satellite
modem, the EXA8 is a versatile
monitoring platform, that connects
various wireless technologies across
every point on Earth.

The EXA8 supports a PCle connector
expansion slot as well as holes for an
antenna in the enclosure.

One box can do it all - Network
connections on multiple interfaces,
powerful multi-core CPU,

high-performance SSD storage, and
the modem support for remote
connections.

The powerful CPU gives the user the
option to run analysis software at the
remote site thus preventing the need
to download capture files over a slow

connection link.
.> NETWORK VISIBILg
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Rolling Capture & Indexing

Rolling capture is a feature where the EXAS8 is endlessly capturing traffic
from the configured ports or links. If the reserved disk space is full, the
rolling capture overwrites the older capture automatically.

The rolling capture also produces an Index of the captured traffic (time, IP

address and port information). With the help of this index the relevant
- traffic could be extracted and exported in a PCAP file for the purpose of
analysis.

This feature provides the option to look back in time and find past events.

¥ CUBRO

usB

WR
R e . :
© mmm— -

SS<5-

Ny CUBRO

NETWORK VISIBILITY
SIMPLE | SCALABLE | SUSTAINABLE




Rolling Capture & Indexing
/ volume of the captured traffic

Rolling Capture - Current selection size ~ 469.05 GiB

Storage window for graphical selection of the
requested packets for export

Export Start 2019/07/01 09:56 Export End 2019/07/02 18:09 .
o S / tcpdump export capture filter
rolling-export-2019-07-02_14-23-23. K
Protocol export capture Iailgs Port Packets P Packets
6-TCP 433.527.154 n 443 - https 430.473.987 n 213.143.110.250 438.368.412
17 - UDP 4.637.108 80 - http 5.276.430 n 172.217.19.106 110.990.057
n 1-I1CMP 219.167 7833 1.452.372 n 172.217.16.106 .260.014
58 - IPv6-ICMP 59 15251 1.336.172 n 172.217.20.10 61.891.981
993 - imaps 826.079 n 172.217.18.74 60.750.824
Page 1 of 1 Page 1 of 1710
5 rows v 5 rows et
index information of the captured traffic
The rolling capture runs 24/7 and the user can extract the capture files by time or IP index and convert it to a PCAP Z
for later analysis. There is also an option for a post filter via tcpdump during the export process. > EHM iy
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Rolling Capture & Indexing

/ volume of the selected time frame

Rolling Capture - Current selection size ~ 684 MiB

o

Export Start | 2019/07/02 06:22

ExportEnd | 2019/07/02 0701

PCAP Name Custom Filter
rolling-export-2019-07-02_14-33-29.pcap port 53
Protocol Packets Port Packets P Packets
domain
6-Tcp 537.933 53 - domain 19345 @ 213.143.110250 582703
& 17-uop 35770 B3 741251549 243915
B 1-cve 9513 B3 2658214202 165.230
58 - IPv6-ICMP 1 B 17.291
BB 21658214234 10322

Page 1 of1

Srows v

B Export Capture || M No Capture exporting

page 1 of1

Srows v

Page 1 of113
Next
Srows v

In this example we want to extract only DNS traffic from this time frame
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Rolling Capture & Indexing Use Case

Network troubleshooting is often not that easy because the problem appears only from time to time. In this case a
standard capture will not help.

The Cubro Rolling Capture can quickly solve the problem, because the capture is continuously running, and when the
error happens, the engineer can look back in time through the capture file. With the help of the query language you can
extract the right time frame and the relevant traffic filtered by IP address and port.

In combination with the TAP and remote access, the EXAS8 is the perfect remote site troubleshooting tool.

In this example the
rolling capture is
used on two WAN
interfaces to see the
behaviour of the
WAN at the exact
same time when the
error event happens.

Ny CUBRO
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Flowanalyzer on EXAS8

The EXAS8 offers a full featured Flow

Analyzer.

This software gives a full online
monitoring of the traffic which is

connected to EX8

Application
2 Unknown
IMAPS. GMail (3
WhatsApp &)
ssLa
G+ SSL.GoogleServices &)
G+ Google
SSLWhatsApp O3
QSSLsSkype &)

G+ SSLGoogle

EEEEEBBBB8A

G+ 5SL.Google

‘Showing 1 1o 10 of 960 rows. Idle flows not listed.

Protocol

A uop

aTcp

aTce

ATcp

aTce

Client
185.69.244.42 = :36969
Buchaltung-HP 49620
Lukas-Phone dx55971
phk-pe dw:37380

etinger-PC 12134

openvpn 44573

efinger-PC 12288
etinger-PC 11334
LAPTOP-7UHB1FDN 61642

BEG-PC du23783

Server
openvpn 64640

74125133109 8 simaps.
31.13.84.49 1 xmpp-client
102.168.0.1 dhitos
presence.googleapis.com i itps
MUCO3507-in-1110.10100.n... B8 itps
web.whatsapp.com I B:https
dbS-client-s gateway.mes... 1l https
cm.g doublecick net 8 hitps

v google.at B https

A~ @- A- Fows Devices ~ Interfaces ~ %~ ()~ | Q | SearchHost

Host: 192.168.1.11 @ Traffic Packets Ports Peers

a B & <

Protocol Overview

5.3%
6.0% Other,

15.6%
SNMP

ICMP Protocols Activity DNS HTTP o Flows SNMP

3.0%3%
‘Sdsher

Talkers

@ A

e5.7%
Acceptable
Direction ~
Application Protocol Duration Sent Received Breakdown Total
Total 2h, 10 min, 15 sec 31.02 MB 14.13 MB 45.15MB
Amazon ¢3'D 5sec 66 Bytes 60 Bytes 126 Bytes 0%
DHCP(3'D 30 sec 2kB 2KB 4.01KB 0.01%
DNS'D 10 min, 35 sec 27.32KB 57.11KB 84.43KB 0.18%
Duration Breakdown Actual Thptv Total Bytes  Info ‘Sent Rovd 27MB 5.99 %
ot26 G sever ] 27065 it & 763m8 [ mow | 181k 0%
o0:t4 Bl sever ] 36,94 kbits ¥ 132378
T 5455K8 012%
0229 [ Cien—sever ] 11,35 kbits A 5200K8
1047 1028 kbivs 4 ra3mB
3324 7.07 ks 36002KB  prasence.googleapi.com
o115 604 kotvs & 0478
1601 a64ios 4 1256KB  web.whatsapp.com
otatun 445 koivs A 18375K8  dos cients gateway.mes
03090 FREPHT 250K8  cmg doublecicknet
on1s 32810 ¥ 3060KB  wwwgoogie.at

S
— >

>
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EXAS8 as Netflow Probe

tapped network link

site 1 netflow probe

tapped network link

site 2 netflow probe

tapped network link’s
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Regex Filtering EXA8

Regex filtering: DPI fingerprint filtering for security applications

» Regular Expression E-mail Matching Example

Regular expression boundary

< < ‘?/:> <
Match as many times

P
B ' Match anything as possible
< /‘ L/;> R A contained within mfgﬁz;{'g?i;se
"' brackets Match the @ symbol ;\ through Z
L I
= [I\W._%+-]+@[\w.-]+\.[a-zA-Z]{2,4}/
Match Match a single period Match at
%, + é;na’ - least two
if found times but no
more than

Match any character A-Z four times
upper or lower case and
any number 0 to 9

Ny CUBRO
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DPI Filtering on EXA8

ash:'ce931c02:
ash:'ce931c02:

she6fc2fece”,

ash'113d5e32
ash':'a597661a

-5 A o
H

CONSOLE

[RCCITC.
& cusro S
uss
xt %
I | Xt ®
eger_uso o
S5 MGV | g

removed whatsapp traffic E'

Internet EODDER OBOOEmE)

The EXA8 can be used to block inline
any kind of traffic on application level
In this example Whatsapp.

We currently support up to 4000
signatures and applications.
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Quality & Environment Management

oo )

TUV NORD CERT

Cubro is certified with ISO 9001 for
Qualitmanagment to ensure to
deliver best product and services

voro )

TUV NORD CERT

Cubro is certified with ISO 14001 for
Managing the efforts to protect our

environment. ‘, CUBRO
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Cubro Network Visibility Cubro Asia Pacific
Ghegastrafte 1030 Vienna, 8, Ubi Road 2 #04-12 Zervex
Austria Singapore 408538

Tel.: +43 1 29826660 Tel.: +65-97255386
Fax: +43 1 2982666399 Email: ji@cubro.com
Email: support@cubro.com

Cubro North America Cubro Japan

105 Strowger Blvd 8-11-10-3F, Nishi-Shinjuku,
Brockville, Ontario, Shinjuku,

Canada K6V 5K1 Tokyo, 160-0023 Japan
Tel: 613-213-0222 Email: japan@cubro.com

Email: americas@cubro.com



